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A quality version of this page, approved on 29 November 2019, was based off this revision.
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Installing Apache and PHP on Linux

A quality version of this page, approved on 28 September 2021, was based off this revision.
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The web server delivers your BlueSpice installation to the user's browser. Without a

C!) web server, BlueSpice cannot be used. The source code of BlueSpice is based on the
scripting language "PHP". This must also be installed on your server in order to
operate BlueSpice. The steps listed here are required.

Introduction

Apache or Nginx are available as web servers under Linux. BlueSpice can theoretically also be
operated with Nginx, but in this documentation only Apache is treated in detail. Of course, you
can also install Nginx with the appropriate expertise and operate it according to the here
documented Virtualhost configuration of Apache.

Installation

Install Apache and PHP using the Aptitude package manager with the following steps:

apt update; \

apt install apache2 \
libapache2-mod-php7.4 \
php7.4 \
php7.4-cli \
php7.4-common \
php7.4-curl \
php7.4-gd \
php7.4-intl \
php7.4-json \
php7.4-mbstring \
php7.4-mysql \
php7.4-opcache \
php7.4-tidy \
php7.4-xml \
php7.4-zip; \

apt clean

Configuring PHP

After installation, configure PHP. Open php.ini with a text editor of your choice (nano, vi),
which, in our Debian version, is located in the directory /etc/php/7.3/apache2 .

Find the following settings and change the values accordingly. If a setting is commented out with
a semicolon in front of it, please remove it.

date.timezone = Europe/Berlin
max_execution time = 600
post max size = 128M
upload max_ filesize = 128M
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Set the value for 'date.timezone' according to your own time zone.

Save and exit the php.ini again. File:Setup:apache vhost bluespice free.txt

Configuring Apache

In this documentation, we assume the recommended installation with ShortURL. In this case,
the root directory of the web serverisin /var/www/bluespice , but the actual source code of
BlueSpice is in /var/www/bluespice/w . This configuration is designed accordingly.

To configure a VirtualHost for BlueSpice, please proceed as follows:

1. Change to the directory /etc/apache2/sites-available

2. In a text editor of your choice, open the file bluespice.conf , which does not yet exist, and create it.
Copy the entire contents of the following file into this new configuration file:

1. For BlueSpice free: apache_vhost_bluespice_free.txt

2. For BlueSpice pro: apache_vhost_bluespice pro.txt

3. Inrows 3 and 4, replace "SERVERNAME" and "SERVERALIAS" according to your server name and domain.
If the server is explicitly operated with only one VirtualHost for BlueSpice, you can also completely
remove these two lines.

4. Save the file and close it.

Delete the VirtualHost created by default during the Apache installation with the command
a2dissite 000-default . Then activate the just created VirtualHost with the command
a2ensite bluespice.

Next, activate the Module Rewrite, which we configured in the bluespice.conf , by entering the
following command: a2enmod rewrite

Next, create the directory /var/www/bluespice ( mkdir/var/www/bluespice ) and restart
Apache with the command service apache2 restart.

Next, call up the URL of your BlueSpice server. If configured correctly, Apache should respond to
the request with the error message "Not found", which is completely correct at the time of
installation.

404 Not Found wx [+

<« [ NG bluespice wl & =

Not Found

The requested URL / was not found on this server.

Apache/2.4.38 (Debian) Server at bluespice Port 80

Next step

If you have successfully completed all these steps, you can proceed to the next step " MariaDB".
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Elasticsearch on Linux

A quality version of this page, approved on 25 June 2020, was based off this revision.
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listed here are optional and only required if you plan to use them in your BlueSpice
installation.

@ Elasticsearch is a prerequisite for the operation of Advanced Search. The steps

Adding the package sources

Elasticsearch is not included in the package manager on Debian. However, the manufacturer
provides a repository for the software. Add it with the following commands to your Debian
installation. Prerequisite is that you have installed the program "gnupg" ( apt install gnupg ).

wget -q0 - https://artifacts.elastic.co/GPG-KEY-elasticsearch | apt-key add -; \
echo "deb https://artifacts.elastic.co/packages/6.x/apt stable main" > /etc/apt
/sources.list.d/elastic-6.x.list

Installing Elasticsearch

The subsequent installation of Elasticsearch will guide you through these commands.

apt update; \
apt install elasticsearch; \
apt clean

Installing ingest-attachment

For the advanced search in BlueSpice you need the plugin "ingest-attachment" for Elasticsearch.
This Install it with the following command:

/usr/share/elasticsearch/bin/elasticsearch-plugin install -b ingest-attachment

Start Elasticsearch and add it to startup

Add the Elasticsearch to startup and then start the service:

systemctl enable elasticsearch; \
service elasticsearch start

Next step

If you have completed all steps successfully, you can proceed to the next step "Node.js".
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Introduction to the Bluespice installation guide for Linux

A quality version of this page, approved on 25 fune 2020, was based off this revision.

This chapter discusses how to prepare a complete Linux Server environment before running
BlueSpice on it.

Due to the variety of Linux distributions on the market, this documentation has to choose one
distribution. Therefore, we use Debian version 10 (buster).

Furthermore, Apache is used as a web server and Jetty as an application server. Alternatives are
briefly discussed in the respective articles.

First, start with installing Apache and PHP.

Jetty on Linux

A quality version of this page, approved on 15 January 2021, was based off this revision.
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Jetty is a prerequisite for using PDF export and VisualDiff (BlueSpice pro only). The
steps listed here are optional and only required if you plan to use one or more of
these services in your BlueSpice installation.

Introduction

An alternative to Jetty is Apache Tomcat, which you can also find in the package manager of
Debian. However, since Jetty works better, this is preferred in this documentation.

Installing Jetty

Install Jetty via Aptitude:

apt update; \
apt install jetty9; \
apt clean

Configuration

To configure, open the file /etc/default/jetty9 in a text editor of your choice (vi, nano). Put
the following line at the very end of the file:

JAVA OPTIONS="-Xms512m -Xmx1024m -Djetty.host=127.0.0.1"

Restart Jetty with the command service jetty9 restart.

Installing the web apps

After successful installation of BlueSpice, follow the next steps to install the web services and
activate the respective BlueSpice extension:

® PDF Export
® VisualDiff (BlueSpice pro only)

Next step

If you have successfully completed all steps, you can proceed to the next step" Elasticsearch".

MariaDB on Linux

A quality version of this page, approved on 25 June 2020, was based off this revision.
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C!) BlueSpice stores your content in a database for which you need to install a
corresponding server. The steps listed here are required.

Installing MariaDB

Install MariaDB via Aptitude:

apt update; \
apt install mariadb-server mariadb-client; \
apt clean

Create database user for BlueSpice

After installation, immediately create a database user for MariaDB directly with the following
command:

mysql -e "GRANT ALL ON bluespice.* TO 'bluespice'@'127.0.0.1' IDENTIFIED BY '<ein
Passwort Ihrer Wahl>';"

Next Step

If you have completed all steps successfully, you can proceed to the next step " Jetty".

Memcached on Linux

A quality version of this page, approved on 28 September 2021, was based off this revision.
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installation. It is not required for the actual operation of BlueSpice. The steps
listed here are therefore optional.

@ Memcached is a cache server to improve the performance of your BlueSpice

Installation

Install Memcached with Aptitude:

apt-get update; \
apt-get -y install memcached; \
apt-get clean

Configuration

Open the file containing the memcached configuration (for example, /etc/memcached.conf on
Debian / Ubuntu). Find the -m"'argument there and increase the available memory according to
your server's capabilities:

-m 512

Save and close the file and restart memcached with service memcached restart .

Next step

If you have completed all steps successfully and want to install BlueSpice pro, proceed to the
next step " Texvc". If you want to install BlueSpice free, you can now continue with Installing
BlueSpice.

Node.js on Linux

A quality version of this page, approved on 25 June 2020, was based off this revision.
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Visual Editor. The steps are optional and only required if you plan to use them in
your BlueSpice installation.

@ Node.js is required for the operation of the rendering service "Parsoid" for the

Installation

Install Node.js via Aptitude:

apt update; \
apt install nodejs npm; \
apt clean

Next step

If you have completed all steps successfully, you can proceed to the next step " Parsoid".

Installing Parsoid on Linux

A quality version of this page, approved on 27 October 2021, was based off this revision.
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Parsoid is the rendering service for the Visual Editor. The steps listed here are
optional and only required if you plan to use them in your BlueSpice installation.
After your BlueSpice Installation, you still have to activate VisualEditor.

Installation

Important! Please make sure to use the correct version of Parsoid during installation. The
currently supported version is Parsoid 0.10.0.

The installation from package sources of the distribution will be omitted. Parsoid is installed
under /opt. Go there with the following command:

cd /opt

To download Parsoid, the software "git" must be installed( apt install git ). Start the
download with:

git clone --depth 1 --branch v0.10.0 https://gerrit.wikimedia.org/r/p/mediawiki
/services/parsoid parsoid

Install Parsoid with the following commands:

cd parsoid; \
npm install

Create the configuration file

In the BlueSpice codebase, you can find two files in the folder extensions
/BlueSpiceVisualEditorConnector/docs/parsoid :

® config.yaml
® |ocalsettings.js

Copy them to the folder /opt/parsoid .

Parsoid is already fully configured and should work in standard setup without further changes.
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If rights are missing, run "sudo nautilus" in the terminal and copy the files from "extensions
/BlueSpiceVisualEditorConnector/docs/parsoid" to "/opt/parsoid".

Installing Parsoid and checking the configuration

To test the installation and the configuration, run the command node bin/server.js inthe
/opt/parsoid folder.

Parsoid should now start without an error message.

Quit Parsoid by pressing "Ctrl+C". Keep the command prompt open and go to the next step.

Installing Parsoid as a service

To run Parsoid in the background in the future, you must additionally install pm2 via Node.js:

npm install -g pm2

Then start Parsoid via pm2:

pm2 start /opt/parsoid/bin/server.js

Now save the pm2 process list — this adds parsoid to the pm?2 services:

pm2 save

Finally, add pm2 to the system startup:

# Render startup-script for a specific platform, the [platform] could be one of:
#  ubuntu|centos|redhat|gentoo|systemd|darwin|amazon
pm2 startup [platform]

Next Step

If you have completed all steps successfully, you can proceed to the next step " Python".
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Installing Phantom)S

A quality version of this page, approved on 29 November 2019, was based off this revision.
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Phantom)S is a so-called headless browser that can render screenshots of web
QP)“' pages. This is required for the web page preview in Advanced Search and the Recent
2 Changes Overview in your BlueSpice installation. These are functionalities of
BlueSpice pro. For this purpose, the steps listed here are required.

In this documentation, we use Phantom]S version 2.1.1. This is just an example of the latest
version that you can download at the time of installation.

Download

Go to the download page of Phantom]S and download the 64-bit version for Linux. Transfer the
file to your server.

Installation

Unpack the downloaded bz2 archive on the server with the command tar xjf phantomjs-
2.1.1-1inux-x86 64.tar.bz2 .Inthe unpacked folder phantomjs-2.1.1-1inux-x86 64
you will find another folder with the name bin . Within this folder is the file phantomjs . Copy
this file into the /usr/local/bin folder. Then adjust the rights of the file:

chown root.staff /usr/local/bin/phantomjs; \
chmod +x /usr/local/bin/phantomjs

Completing the system preparation

If you have completed all steps successfully, you can now continue with installing BlueSpice.

Installing Python on Linux

A quality version of this page, approved on 25 June 2020, was based off this revision.
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C!) Python is required to render the MediaWiki extension "SyntaxHighlight", which is
part of BlueSpice. The steps listed here are required.

Installation

Install Python via Aptitude:

apt-get update; \
apt-get -y install python3; \
apt-get clean

Next step

If you have successfully completed all steps, you can proceed to the next step " Memcached".

Installing Texvc

A quality version of this page, approved on 29 November 2019, was based off this revision.
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Texvc is a program that reads in mathematical expressions. It is needed for the

Pro
H correct operation of the MediaWiki extension "Math". These are functionalities of
BlueSpice pro. For this purpose, the steps listed here are required for BlueSpice pro.
Prerequesite

A prerequesite for installing Texvc is the installation of some external packages in your Linux
distribution with the following commands:

apt update; \
apt install dvipng \
g++ \
gcc \
make \
ocaml-nox \
texlive-latex-base \
texlive-latex-extra; \
apt clean

Installation

To install Texvc, go to the codebase of your BlueSpice sources in the folder extensions/Math
/math . Here, execute the command make . Texvc will now be compiled.

After finishing the process, move the texvc file that was just created in the same folder to
/usr/local/bin and make it executable by the following commands.

chown root.staff /usr/local/bin/math; \
chmod +x /usr/local/bin/math

Next Step

If you have completed all steps successfully, you can proceed to the next step " Phantom)S".
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