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This document describes the installation of LatexRenderer for BlueSpice. LatexRenderer is an
exclusive component of BlueSpice pro! Please note that Apache Tomcat server must be
installed and configured on the BlueSpice server.

Tip for this Document

Please, read this manual completely and work through the single installtion steps one after another.
For editing the configuration files with a text editor, the files must be saved in UTF-8 coding without BOM
(Byte Order Mark).

® The placeholder <installpath-bluespice> stands for the path to your BlueSpice installation, e.g C:
\inetpub\wwwroot\bluespice (Windows) or /var/www/bluespice (Linux).

® The placeholder <tomcat-webapps> stands for the path to the Webapps directory of your Tomcat
server, e.g. C:\Program Files\Apache Software Foundation\Tomcat 8.5\webapps (Windows) or
/var/lib/tomcat8/webapps (Linux).

Installation of the LatexRenderer application

Move the file "BSLaTeX2PNG.war" from the directory <installpath-bluespice>/extensions
/BlueSpicelLatexRenderer/LatexRenderer/webservices to <tomcat-webapps>

Restart Tomcat

Restart the Tomcat Webserver like described here.

This completes the installation of LatexRenderer.

Troubleshooting

If there is a problem with LatexRenderer in BlueSpice, first check the file system permissions.

File System Permissions

A quality version of this page, approved on 27 October 2021, was based off this revision.
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For trouble-free usage of your BlueSpice installation, the web server requires write permissions to
several folders of the file system. However, it is recommended to keep the rights for all other files
and folders to a minimum. This document shows you the relevant folders and the correct
permissions setting.

Tips for this Document

Please, read this manual completely and work through the single installation steps one after another.
For editing the configuration files with a text editor, the files must be saved in UTF-8 coding without BOM
(Byte Order Mark).

The placeholder stands for the path to your BlueSpice installation, e.g C:
\inetpub\wwwroot\bluespice (Windows) or /var/www/bluespice (Linux).

Affected Folders

The folders, which require write permissions, are:

<installpath-bluespice> /cache

<installpath-bluespice> /images

<installpath-bluespice> /extensions/BlueSpiceFoundation/config
<installpath-bluespice> /extensions/BlueSpiceFoundation/data
<installpath-bluespice> /extensions/Widgets/compiled_templates (only BlueSpice pro)

Assignment of Permissions with Windows

Assign "change" rights for this folder for the local user "Everyone".

26.05.2025

This document was created with BlueSpice Page 4 of 17



Setup:Installation Guide/Webservices

/
BlueSpK:e /LatexRenderer
MediaWiki
Marne Date modified Type Si
| cache 4/6/2017 11:54 AM File folder
T e e PP
- cache Properties -
/im | General | Sharing | Securty | Previous Versions | Customize |
ing
| Object name:  C:M\BlueSpice“bluespice_web‘bluespicecache
ar|
Mg (Sroup or user names:
| [
| red H2,CREATOR OWNER
82 SYSTEM
i > 02 Adminictestars AN CCEDDET [ A% Adminictratams) .
| cki £ m >
| ted To change pemissions, click Edit.
| ve
ap Pemissions for Everyone Allow Dery
[ au Full control £
Modify v‘
co
= Fead & execute v =
o List folder contents o
L] ¢Cq Read v
| | CR Write o hd
|| FA For special pemissions or advanced settings,
G click Advanced. =
L | Gs
Gr
] HI
L im oK | | Cancel | Lpphy
|| inte=rprr —_—

Assighment of Permissions with Linux

Here you can assign rights much more strictly, which is also recommended. Transfer the
directory <installpath-bluespice> recursively to the user root (CHMOD for Files 644, CHMOD
for Directories 755) and after this, transfer the mentioned directory recursively to the user and
the group, under which the Apache Web Server runs (Debian/Ubuntu e.g. "www-data").

In the following, we provide a bash script, which works through this tasks for you with only one
command.

To do so, create the file /usr/local/bin/setWikiPerm and copy the following code into this file:

#!/bin/bash

WWW_USER="www-data"
WWW_GROUP="www-data"

WWW_HOME="eval echo ~$WwwW USER®
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WWW_CFG=$WWW HOME/.config

if [ $# -eq 0 ]; then
echo "You must enter the path of your MediaWiki installation."
exit
elif [ ! -d $1 ]; then
echo "$1 does not exist or is no path."
exit
fi

if [ ! -f $1/LocalSettings.php ]; then
echo "$1 contains no Localsettings.php"
exit

fi

PATH="echo "$1" | sed -e 's#/$##'"

/usr/bin/find $PATH -type d -exec /bin/chmod 755 {}
/usr/bin/find $PATH -type f -exec /bin/chmod 644 {}

~ -

/bin/chown -R root:root $PATH

pathes=(
"$PATH/cache" \
"$PATH/images" \
"$PATH/ sf archive" \
"$PATH/ sf instances" \
"$PATH/extensions/BlueSpiceFoundation/data" \
"$PATH/extensions/BlueSpiceFoundation/config" \
"$PATH/extensions/Widgets/compiled templates" \
)

for i in "${pathes[@]}"; do
if [ -d $i 1; then
/bin/chown -R $WwWW USER:$WWW GROUP $i
fi
done

if [ ! -d $WwW CFG 1; then
/bin/mkdir $WwWW CFG
fi
/bin/chown -R $WWW_USER:$WWW GROUP $WwWW CFG
/usr/bin/find $PATH/extensions -iname 'create pygmentize bundle' -exec /bin/chmod +x
{r\;

/usr/bin/find $PATH/extensions -iname 'pygmentize' -exec /bin/chmod +x {} \;
/usr/bin/find $PATH/extensions -name 'lua' -type f -exec /bin/chmod 755 {} \;

If needed, replace the content of the variables

WWW_USER="www-data"
WWW_GROUP="www-data"

with the approprate user and group of your distribution.
After this, assign CHMOD 755 to this file. Now you can run the script and let it do the complete

permission setting automatically with the following command:

setWikiPerm <installpath-bluespice>
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Note that when the update.php is executed on the console, the rights can be
partially discarded. For this reason, set the rights to "update.php" again.

Apache Tomcat on Windows

A quality version of this page, approved on 2 August 2021, was based off this revision.

Contents

R B o 11 o1 (o Y- T I PP 8
A 19153 =TT o A o ¥= Yol o V=N oY o o U= | oS 9
T o) i To T g TaTe Y o = Lol o LT I o'a T of-= | N 13
4 Reviewing the iNstallation ... e e e e aans 16
oI 11 =Y T g Yo T TSIV o = T o o L 17
(ST NN LS =3 =T o P 17

26.05.2025 This document was created with BlueSpice Page 7 of 17


https://bs3-en.wiki.bluespice.com/w/index.php?title=Setup:Installation_Guide/System_Preparation/Windows/Apache_Tomcat&stableid=27402
https://bs3-en.wiki.bluespice.com/w/index.php?title=Special:Log&type=review&page=Setup:Installation_Guide/System_Preparation/Windows/Apache_Tomcat
https://bs3-en.wiki.bluespice.com/wiki/File:Hint.jpg

BlueSpice

Setup:Installation Guide/Webservices

/LatexRenderer

Apache Tomcat is required for the PDF export, VisualDiff (BlueSpice pro only) and
the LaTeX renderer (BlueSpice pro only). The following steps are optional and only
required if you want to use one or more of these services in your BlueSpice

installation.

Operation of Apache Tomcat requires Open]DK. If you have not installed it, follow the link

above.

Download

Open the official download page (1) in your browser and go to the version 9 (2) download page.

o x
<) ® o =
2 Apache Tomeat® —Waicon %17
" o I
% Apache Tomcat
Apache Tomcat The Apache Tomcat® software is an open source implementation of the Java Serviet, JavaServer Pages, Java Expression Language and Java
Home WebSocket technologies. The Java Serviet, JavaServer Pages, Java Expression Language and Java WebSocket specifications are developed under the
Taglibs Java Community Process.
Maven Plugin
The Apache Tomeat software is developed in an open and participatory environment and released under the Apache License version 2. The Apache
Download Tomcat project is intended to be a collaboration of the best-of-breed developers ffom around the world. We invite you to participate in this open
é development project. To leam more about getting involved, click here.
e Apache Tomcat software powers numerous large-scale, mission-criical web applications across a diverse range of industries and organizations. Some of
Tomerty these users and their stories are listed on the PoweredBy wiki page.
Tomeat Connectors
Tomcat Native Apache Tomeat, Tomeat, Apache, the Apache feather, and the Apache Tomcat project logo are trademarks of the Apache Software Foundation
Taglibs
Archives Tomcat 7.0.93 Released 2019-02-21
Documentation The Apache Tomcat Projectis proud to announce the release of version 7.0.93 of Apache Tomcat. This release contains a number of bug fixes and
Tomcat 9.0 improvements compared to version 7.0.92.
Tomcat 85
Tomcat 7.0 - Update the packaged version of the Tomeat Native Library to 1.2.21 to pick up the latest Windows binaries built with APR 1.6.5 and OpenSsL
Tomcat Connectors 1.1.12 and to pick Up the memory leak fixes when using NIO/NIO2 with OpenSSL.
Tomeat Nalive
Wiki Full details of these changes, and all the other changes, are available in the Tomcat 7 changelog.
Migrafion Guide
Presentafions Downioad
Problems? Tomcat 9.0.16 Released 2019-02-08
Security Reports
?Xé [y The Apache Tomcat Project is proud to announce the release of version 9.0.16 of Apache Tomcat. The notable changes compared to 9.0.14 include
Mailing Lists + Update the packaged version of the Tomcat Native Library to 1.2.21 to pick up the memory leak fixes when using NIONIO2 with OpenSSL. v
EuglDath a5 - Remove extras (JVIX remote listener and web services obiect factories) and merae them back into the core build.

Download the "32-bit/64-bit Windows Service Installer"
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e [ hittps.//tomcat.apache.org/download-90.cgi - @C | Search. P~ g
[ Apache Tomeat® - Apache... * ||

Taglibs R

Maven Plugin Quick Navigation
Download

KEYS | 9.0.16 | Browse | Archives

Which version?

Tomcat9 -
Tomcat & Release Integrity
Tomcat 7
TereiEmmesas You must verify the integrity of the downloaded files. We provide OpenPGP signatures for every release file. This signature should be matched against
Tomcat Native the KEYS file which contains the OpenPGP keys of Tomcat's Release Managers. We also provide SHA-512 checksums for every release file. After you
Taglibs download the file, you should calculate a checksum for your download, and make sure it is the same as ours.
Archives
g Mirrors.
Documentation
Tomeat 9.0 You are currently using http:/fwww.gutscheine.org/mirror/apachel. If you encounter a problem with this mirror, please select another mirror. If al
Jomeatde mirtors are failing, there are backup mirrors (at the end of the mirrors list) that should be available.
omcat
Tomcat Connectors T
Tomeat Nafive Other mirrors: lauf-forum at/ V| Change
Wiki
Migration Guide 9.0.16
Presentations
Please see the README file for packaging information. It explains what every distribution contains.
Problems? packagng P 2
Security Reports
E Binary Distributions
FAQ
Mailing Lists + Core N
Bug Database * 2ip (pap, sha512)
IRC - taraz (pup, shas12)
- 32
Get Involved
Overview
Source code + Full documentation
Buildbot - tar.gz (pgp, shas12)
Tools - Deployer
= 7ip (pgp, shas12)
Media - taraz (pgp, shas12)
Tuitter + Embedded
YouTube - targz (pgp, sha512)
Blog -+ zip (pgp, sha512)

Please note that the download on your Windows server with Internet Explorer only works if you
have configured the Internet Explorer Advanced Security Settings in the Server Manager.
Please refer to the technical documentation from Microsoft.

This guide uses version 9.0.16 of Apache Tomcat and is just an example of the latest version
that you can download at the time of installation.

Installing Apache Tomcat

Open the downloaded file "apache-tomcat-9.0.16.exe".

Start the installation by clicking "Next >":
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@ Apache Tomcat Setup —

Welcome to Apache Tomcat Setup

Setup will guide you through the installation of Apache
Tomcat.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.
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Apache Tomcat 9

[ Next> 1| Cancel

Confirm the license agreement by clicking "I Agree":

Click "Next >":

26.05.2025

@ Apache Tomcat Setup —

License Agreement

Please review the license terms before instaling Apache Tomcat,

Press Page Down to see the rest of the agreement,

Apache License
Version 2.0, January 2004
http: {fwww.apache.orgflicenses
TERMS AND CONDITIONS FOR. LISE, REFRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Apache Tomcat.

Mullsaft Install System w3, 04

| A

and distribution as defined by Sections 1 through 9 of this document. W

< Back | Iagee ||  Cancel
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Choose which features of Apache Tomcat you want to install.

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select the type of install: Pormal P

or, select the optional Tomcat Eesf'pt'o”

companents you wish to Osiion Your mouse

install: Start Menu Items over 3 component ko
Documentation seg its description,

Manager
|:| Host Manager

Space required: 13.2 MB

Mullsaft Install Systen w3, 04

Click "Next >" again:

et

@ Apache Toemcat Setup: Cenfiguration Options —

Configuration '_b‘-

Tomcat basic configuration.

Server Shutdown Port 8005
HTTP/1.1 Connectar Port 3080

Windows Service Name | Tomcatd |
Create shortouts for all users ]
Tomcat Administrator Login User Mame | |
(optional)

Password | |

Roles | manager-gui |

Mullsoft Inskall System w3.04

Select (1) the home directory of your Open)DK Installation (2) and click "Next>" (3):
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Start the Tomcat Installation:

@ Apache Tomcat Setup: Java Virtual Machine path selection — *
™
Java Virtual Machine '_é,_-
Java Virtual Machine path selection,
Flease select the path of & Java SE 8.0 or later IRE installed on your system.
| C:\bluespice'bintjdk-11.0.2 |m
< Back Mext = Cancel
™
¥

Choose Install Location
Choose the folder in which to install Apache Tomcat.

Setup wil install Apache Tomcat in the following folder. To install in a different folder, dick

Browse and select another folder. Click Install to start the installation.

Destination Folder

:\Program Files\Apache Software Foundation{Tomcat 9.0 Browse...

Space required: 13.2 MB
Space available: 47.0 GB

Cancel

/LatexRenderer

At the end of the installation, leave both preselected checkboxes (1) and finish the setup (2)

26.05.2025

This document was created with BlueSpice

Page 12 of 17


https://bs3-en.wiki.bluespice.com/wiki/File:Setup:Tomcat_Install_05.png
https://bs3-en.wiki.bluespice.com/wiki/File:Setup:Tomcat_Install_06.png

Setup:Installation Guide/Webservices

B | ve S p |/C e /LatexRenderer
MediaWiki

@ Apache Tomcat Setup —

Completing Apache Tomcat Setup

Apache Tomcat has been installed on your computer.

oFinish to dose Setup.
% E un Apache Tomcat

bhow Feadme

o
[ =%
<
U
£
w
B
a
]
g
E
=]
L
S
oy
=
]
=

Apache Tomcat 9 e

< Back ||E Finish i Cancel

Configuring Apache Tomcat

Change to the installation directory of Tomcat. By default, you can find it at C:\Program
Files\Apache Software Foundation\Tomcat 9.0\conf .
Open the context.xml file in a text editor and replace the one-time line

<Context>

with

<Context mapperContextRootRedirectEnabled="true">

26.05.2025 This document was created with BlueSpice Page 13 of 17


https://bs3-en.wiki.bluespice.com/wiki/File:Setup:Tomcat_Install_07.png

BlueSpice

MediaWiki

Setup:Installation Guide/Webservices

File Edit Scorch View Encoding Language Setings Tools Macre Run Plugins Window ?
cHHB GG sHD| e e s|E
Ecummx’n\ml

[ =C:\Program Files\Apache Software Foundation\Tomeat 9.0\conficontext.xml - Notepads+ [Administrator] - O x

Pus| @ EbEB

Licensed to the Apache Software Foundation (ASF) under one or more
contributor licenss agresments. See the NOTICE file distributed with
this work for additional information regarding copyright ewnezship.
The ASF licenses this file to You under the Apache License, Version
(the "License"); you may mot use this file eXcept in Gompliance with
the License. You may cbtain a copy of the License at

heep://waw. apac 1ic LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distribuced on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, cither express or implied.
See the License for the specific language governing permissions and
limitations under the License.

h web application ——>

[Fl<Context mapperContextRoctRedirectEnabled="truens|

<i-- Default set of monitorsd resources. If one of these changes, the  ——>
<!-- web application will be reloaded. -
B-INF/web. xal</WatchedResources

B~INF/ w1/ >

{catalina.base} /conf/web.xml</

<WatchedResour,

<WatchedResour

<!-- Uncomment this to disable session persistence across Tomcat restarcs ——»

0 e

<Manager pathname="" />

“</Contexc>

eXtensible Markup Language file

length: 1471 lines: 32 Ln:19 Col:50 Sel:0]0 Windows (CRLF)  UTF-8 INS

Save and close the file.

/LatexRenderer

In the same directory, open the file server.xml in a text editor and make sure that the complete

block

<Connector port="8080" protocol="HTTP/1.1"

looks like this:

<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"
URIEncoding="UTF-8"
redirectPort="8443"
address="127.0.0.1" />

26.05.2025

File Edit Search View Encoding Language Settings Tools Macra Run Plugins Window 7

IR LR TR 1]

EERu® & w0 DR

=1

[ serversn 1 |

<Service name="Catalina">

<1--The connectors can use a shared executor, you can define one or more named thread pools——>

<Executor name="tomcatThreadPool” namePrefix=rcatalina-exec—"
maxThreads="150" minSpareThreads="4"/>

=] <!-=- A "Connector” represents an endpoint by which requests are received
and responses are returned. Documentation at :
Java HITP Connector: /docs/config/hTtp.html
Java BJP Connector: /docs/config/ajp.homl

APR (HTTB/AJP) Connector: /docs/apr.html
Define a non-SSL/TLS HTTE/1.1 Connector on port

<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"

"UTE-8"

443"

4

pool-—>

omcatThreadPool”
Protocol=rATTR/1.1"

connectionTimeout="
redirectPort=rgd43n />

- Define 2 SSL/TLS HTTP/1.1 Connector on port 8443
This connector uses the NIO implementation. The default
S5LImplementation will depend on the presence of the APR/native
library and the useOpenSSL attribute of the

extensible Markup Language file

length: 7,741 _lines : 170 Ln:73 Col:33 Sel:0]0 Windows (CRLF)  UTF-8 INS
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Save and close the file.

Find the entry "Configure Tomcat" in the start menu and open it:

Recently added Windows Server
ﬂ Configure Tomcat
E Meonitor Tomcat >_
Windows Windows.

@ HeidiSQL Server Manager ~ PowerShell PowerShell ISE

Expand ~

] = L2

Windows
Administrativ... Task Manager Control Panel

Apache Tomcat 9.0 Tomcat9 [5 EH -

Configure Tomeat Event Viewer File Explorer
New

Monitor Tomcat
New

Tomecat 9.0 Program Directory
Tomcat Documentation
Tomeat Home Page

Tomecat Manager

Welcome

Set "Startup type" to "Automatic" (1) and start Tomcat (2). Then exit the configuration console
(3):
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General LogOn Logging Java  Startup  Shutdown

Service Name: Tomcat

Display name: | Apache Tomcat 9.0 Tomcatd |

Description: | Apache Tomcat 9.0, 16 Server - htn:ns:,.’,.’b::mcat.apad'le|

Path to executable:

“C:\Program Files\Apache Software FoundationiTomcat 9.0%hinTomcata,

Startup type: Automatic o ~

Service Status: Stopped

Start oup Pause Restart

el T

Reviewing the installation

To check if Tomcat is working correctly, open the address http://localhost:8080/ in a browser on

the server.
You should now see the homepage of the Tomcat server:
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[# Apache Tomcat/9.0.16

Home Dx i (o i Wiki  Mailing Lists

Apache Tomcat/9.0.16 o APacHE

™  Recommended Reading:

% Security Considerations How-To
/& Manager Application How-To

cl i ication How-To

Developer Quick Start

Tomcat Setup Realms & AAA Examples
Eirst Web Application JDBC DataSources
Managing Tomcat Documentation
For security, access to the manager webapp is Tomcat 9.0 Documentation
restricted. Users are defined in:
Tomcat 9.0 Configuration

SCATALINA_HOME/conf/temeat-users.xml | Tom oot iki
In Tomeat 9.0 access to the manager Find additional important configuration
application is split between different users. information in:

more.

SCATALTNA_HOME/RUNNING. txt

Release Notes
s e Developers may be interested in

Tomcat 9.0 Bug Database
Mimienbian Auiidn

Installing the web apps

Setup:Installation Guide/Webservices
/LatexRenderer

- o x
Search... P~

Find Help ()

Server Status
Manager App

Host Manager

Getting Help
FAQ and Mailing Lists

ailing lists are available:

for Apache Taglibs

nt mailing ist, including commit

After the successful installation of BlueSpice, please follow the next steps to install the web

services and activate the respective BlueSpice extension:

® PDF-Export
® VisualDiff (BlueSpice pro only)
® |atexRenderer (nurBlueSpice pro only)

Next step

If you have completed all steps successfully, you can delete the previously downloaded "apache-
tomcat-9.0.16.exe" file from your hard drive and continue to the next step " Elasticsearch".
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